Peer-to-Peer Systems




What is it!

® What does Peer-to-Peer (P2P)
mean to you!
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P2P Principle

® Organizational principle, core concepts:

® Self-organizing, no central management

® Resource sharing, exploits resources at
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Properties of P2P

® Unreliable, uncoordinated, unmanaged




When to use it?

® Budget

® Resource relevance




P2P Vision

No More Dedicated Servers,




P2P File-sharing

® The most popular application
of the P2P principle
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Napster

® First P2P file-sharing application
(June 1999)
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How Napster worked

® Based on central index server (farm)

® User register and give list of files to share
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Napster Diagram
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Strengths & VWeaknesses

Strength

Weakness

Fast, efficient and
overall search

Central server is a
single point of failure
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Gnutella

® Addresses some of Napster’s weaknesses
and introduces its own problems

loped at Nullsoft (AOL)
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How Gnutella works

® Based on an overlay network

® All peers are fully equal
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Gnutella Diagram
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Strengths & VWeaknesses

Strength Weakness

Fully distributed, Flooding a query is
no attack points!? extremely inefficient
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KaZaA

® Created in March 2001 (Niklas Zennstrom)

® Combines strengths of Napster and
Gnutella
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How KaZaA works

® [wo-tier hierarchy

® [wo kinds of nodes




KaZaA Diagram

Direct
Transfer




Strengths & VWeaknesses

Strength

Weakness

@aga g‘ good n@ nt

i“*r

Still no overall search
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Comparison




Current State

® Most bigger file-sharing systems sued into
submission (e.g. Napster and KaZaA)

® Although many still running because of
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Non-direct file-sharing

® People try to be anonymous by disguising
their identity, i.e. IP-address

® |dea: Non-direct file transfer, i.e. route
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BitTorrent

® Developed by Bram Cohen in 2001
® New approach for sharing large files
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How Bitlorrent works

® Build a network for each file to distribute

® Each file has unique “link”
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BitTorrent Download

® Client gets “torrent” file from somewhere

I [ ] [ ]
- S L, W T it e Tl g O Gl el e Ry o e R e ek S S e e ’ ] ¢ | E e e e e e B O] e e e L P L R i ot el
erdt 31 T £ Sl P P L :e-\.r-;!"'_..-._ b B i -r-h_._ gl o T m g Lt bt e S S e L a e - s i s S Sl SR R R PR TRty YR T sl | (o A A Ve e S Y e, oy oy
] ik b R T R Ty ) o e At S N R e s e S B S e B R T N . [ = ' R




Tit-for-Tat policy

® Encourages cooperation,
discourages free-riding

® A peer serves peers that serve it
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Strengths & VWeaknesses

Strength Weakness

Works quite well, only

slow in the beginning Files have to be large
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Other P2P applications

® P2P Communications
® Email, IM,VolP

® P2P Computation
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Skype

® Developed by the same people as KaZaA

® 9 Million concurrent users (Jan. 29 2007)
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Skype

® Proprietary and encrypted protocol

® Source code is closed
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How Skype goes
through Firewalls

® Skype server plays mediator

® takes |IP adresses and UDP ports

® forwards them to other side
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Joost

® Brought to you by the guys who made
KaZaA and Skype

® Uses P2P video streaming technology
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+ My Joost™ Plugins

il R
Instant Messaging ®@®
Offline
Username
Password

O Remember my password

Sign in using your Jabber or
Gmail account

Happy new year everyone - and once
again, a big thank you for helping us test
the system.

This is our plugin section, whar@you can
find [and soon, createl) al copts of
interactive applications and @0mmunity
tools. We are continually waoekine on
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Rate |t
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Sterecphonics - Dakeota

8 6 & S%

Very geod! (3.84) 19 Ratings

A

Channel Chat
Hettwerk (1 person)

-

T
Started talking in the ‘Red Hot Chili Peppers’ chatroom as guest-678db2fa

Started talking in the ‘Paris Hilton' chatroom as guest-678db2fa

Started talking in the ‘Nettwerk' chatroom as guest-678db2fa

gpucst-678db2fa: Man, | was at one of their concerts last year! They rock
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That’s it
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5. The hole trick: How Skype & Co. get round firewalls
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6. Silver Needle in the Skype

http://www.secdev.org/conf/skype BHEUQ6.handout.pdf
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